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Agenda
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• current landscape

• Automated vulnerability fixes 

• Identify

• Fix with Sites Optimize

• Fix with MCP (Claude Code)

• Prevention with Renovate

• Practical use-cases
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Automated vulnerability fixes



Security: AI landscape
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Vulnerabilities identified and exploited faster than ever

• 2018: ~ 2.3 years

• 2026: hours

https://zerodayclock.com



AEM Security: Focus on customer code
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Features with focus on customer code / config

• Vulnerabilities in 3rd party libraries 
• OWASP 2021: A06: Vulnerable and Outdated Components

• OWASP 2025: A03: Software Supply Chain Failures

• More to come:

• Focus on OWASP top 10

• permissions, OSGI configs, etc..



The setup: Super Cool Bundle
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• Identify: Continuous scanning
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• SBOM of deployed AEM code:

• Includes transitive and embedded dependencies

• AEM specific:

• Understands content packages

• Daily verifications

• At scale: identify top issues in AEMCS

• e.g. vulnerable component on ~20% of customers



2. Discover : Experience hub (demo)
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Let's fix a it: ASO



3. Fix: AEM Sites Optimizer (1)
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• Northstar: 

• automatic fixes deployed with minimal human 

integration

• Security Opportunities

• Focus on security aspect of project

• Seamless integration



3. Fix: AEM Sites Optimizer (2)
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• AI based code patches

• Fixes customer code

• Intrinsic AEM knowledge

• Open Pull request on source
Based 



3. Fix: AEM Sites Optimizer (demo)
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Let's list and fix a it: MCP



4. Fix: AEM MCP
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• AEM MCP server

• Get security details into agent context

• Login as user => same access as developer

• local harness

• Your skills, tools, access and project context

• e.g. full hands off with local skill and AEM coordinates



Claude Code (demo)
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4. Fix: AEM MCP (2)
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• Skill in repository

• Identify the applicable environment

• Pull security information

• Instructions on how to fix

• Validate and open a PR

• Agents.md:

• Cloud Manager coordinates
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Stay ahead: an automated Renovate pipeline
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“The time to repair the roof is when the sun is 

shining.”

- John F. Kennedy



• Main effort: version jump when addressing 

vulnerabilities

The problem
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The complexity
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• Too many dependencies to 

manage them by hand

• AEM archetype (end July 2026)

• 150+ maven + 550+ npm

dependencies (incl. transitive)



Renovate – open-source dependency automation

Open source Works everywhere

Config as code Security-aware
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Using Renovate with AEM as a Cloud Service



The idea: automation
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AEM BYOG repositories + Renovate
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• Recommendation: BYOG git repositories

• Hosted renovate with scheduled scans

• Github Actions for automated validation

• Setup effort

• Define Renovate configuration (grouping, auto-merge, exclusions, 

…)

• Sample: https://github.com/bisswanger/aem-byog-renovate

https://github.com/bisswanger/aem-byog-renovate
https://github.com/bisswanger/aem-byog-renovate
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Demo
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AEM CM repositories + Renovate
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• Using standard Cloud Manager repository

• Does not support PRs / running renovate

• Approach:

• Run renovate locally (check / branches / validation)

• Uses Gitea as a local temporary repository host

• Demo implementation

• https://github.com/bisswanger/aem-cm-renovate

https://github.com/bisswanger/aem-cm-renovate
https://github.com/bisswanger/aem-cm-renovate
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https://github.com/bisswanger/aem-cm-renovate


AEM CM repositories + Renovate
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Demo

29



Summary
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• Keep dependencies current

• automate dependency management

• Validate + auto-merge where possible

• Combine updates with monitoring
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Appendix
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• AEM Sites Optimizer

• https://experienceleague.adobe.com/en/docs/experience-manager-sites-

optimizer/content/home

• AEM MCP

• https://mcp.adobeaemcloud.com/adobe/mcp/aem

• https://experienceleague.adobe.com/en/docs/experience-manager-cloud-

service/content/ai-in-aem/mcp-support/using-mcp-with-aem-as-a-cloud-

service
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